Cyberspectrum #23

X-Band Satellites Data-link

Wireless Village
DEF CON 26

Luigi Freitas Cruz
@luigifcruz



Open Satellite Project

- Non-profit organization.

- Open-Source Software.

- Focused in Weather Satellites.

- Five Datalinks Currently Supported.
- Mainly Geostationary Spacecraft.

- Awesome Earth Pictures!







GOES-16 - L-Band HRIT

Level: Starter

- L-Band Signal (1.694.100 MHz)

- Low Bandwidth (~1 MHz)

- Fixed Position (Geostationary)

- Standard low overhead encoding
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Also required:
L-Band LNA
L-Band Bandpass Filter



L-Band Bandpass Filter

- 5th Order Butterworth Bandpass Filter
- Coupled Microstrip with 50 Ohms Impedance
- 1.67GHzto1.72 GHz






Products from GOES-16 HRIT




Next Step for OSP
Polar Orbiting Satellites

X-Band

- NPP/NPOESS - Suomi & NOAA-20
- MODIS - Terra & Aqua
- FengYun

@ cCurrently Supported

. To be supported...

L-Band

NOAA-19, 18 & 16
FengYun



NPP/NPOESS - Suomi & NOAA-20

New generation polar-orbiting
earth science satellites from
NASA/NOAA.

Current Satellites
- Suomi NPP
- NOAA-20 NPOESS

Planned Satellites
- JPSS-2~2021
- JPSS-3~2026
- JPSS-4~2031




NPP/NPOESS - Instruments

- VIIRS - Visible Infrared Imaging Radiometer Suite Data from all these instruments are
- OMPS - Ozone Mapping and Profiler Suite

- CrlIS - Cross-track Infrared Sounder

- ATMS - Advanced Technology Microwave Sounder

present on the X-Band Datalink.

. Currently Supported by OSP

. To be supported..




NPP/NPOESS - X-Band High Rate Datalink

Level: Hard

Moving Fast (Polar Orbit)
- X-Band Signal (>7.8 GHz)
Huge Bandwidth (30 MHz)
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NPP/NPOESS - X-Band High Rate Datalink

Level: Hard

Moving Fast (Polar Orbit)
- X-Band Signal (>7.8 GHz)
-  Huge Bandwidth (30 MHz)




NPP/NPOESS - X-Band High Rate Datalink

Level: Hard

SDRs with Minimum Specs

LimeSDR USB
BladeRF

XTRT

USRP

LimeSDR Mini (?)




NPP/NPOESS - X-Band High Rate Datalink

Level: Hard

SDRs with Minimum Specs
- LimeSDR USB WWWWWMWWWW
- BladeRF

- XTRT 50 70
- USRP 15 m Data 0
- LimeSDR Mini (It Works!)

Relative Gain (dB)

ture

Qu.




NPP/NPOESS - X-Band High Rate Datalink

Demodulation

- Made with GNU Radio Companion.

- Just recently became viable.

- Currently impossible to be done in real-time.
- GPU Acceleration can be applied.

Modulation QPSK
Bandwidth 30 MHz
Frequency 7812 MHz
Polarization RHCP

I/Q Power Ratio 1:1

TX Power

8 Watts




NPP/NPOESS - X-Band High Rate Datalink

Demodulation

Options
ID: top_block
Title: NOAA-20 Demodulator
Author: Luigi Freitas
Generate Options: QT GUI

Variable
ID: samp _rate
Value: 153.6M

Variable Variable
ID: sampsym ID: baud
Value: 5.12 Value: 30M

Variable
ID: decim
Value: 1

Root Raised Cosine Filter
Decimation: 1

Clock Recovery MM

File Source Omega: 5.12
File: ..S1_7812MHz_153M6.pcm Throttle 1Short To Complex S e oy Gain Omega: 7.65625m
= = Num Samples: 1.024k Sample Rate: 153.6M
Repeat: Yes Sample Rate: 153.6M Vector Input: No Mu: 350m
Reference: 1 Symbol Rate: 30M
Add begin tag: () Gain Mu: Im
A o Omega Relative Limit: 5m
Num Taps: 361 g E
QT GUI Constellation Sink
Number of Points: 1.024k
Autoscale: No
—bl Costas Loop
Loop Bandwidth: 20m
s Float Jo chor Add:ecs':'sll;ko 01
Scale: 127 Stream to Vector P
Complex To Float Port: 5k
Float To Char Num Items: 16 Mode: Client
S Vec Length: 16




NPP/NPOESS - X-Band High Rate Datalink

Demodulation

Encoded Sync Word



NPP/NPOESS - X-Band High Rate Datalink
Decoding

Almost identical to the HRIT.
Differential Encoding Applied.
No puncturing.

Command HRD Transmitter
and Data

Gt
Frocsesor | channe!
L 45 3 15 Msps
BT o0 [l " | ] cove "apsk Harmonic
75 Encode |15 M o
PRBS SMHzl ) interfa o8 NRZ-M eps
Clock = i
G2

X-Band
(RHCP)

Spacecraft 7812 MHz

Direct Broadcast User
Ground Terminal '

N et

Bit
- - 15 P Synch _| s
Abps -
(- o Bl Decod o0 onverter -
i | ps
8PS ™1 Synch
Q

High Rate Bit Synchronizer Unit

FEC

1/2

Sync Word

Ox1ACFFC1D

Input Data Rate

30 Mbps

Output Data Rate

15 Mbps

Differential
Encoding

NRZ-M




NPP/NPOESS - X-Band High Rate Datalink

Decodlng Sync Word

Fill Frame




NPP/NPOESS - X-Band High Rate Datalink

CCSDS Demuxing
i: PACKET PRIMARY HEADER: :'[4 PACKET DATA FIELD—>|

Version-1 CCSDS Version Packet ID Packet Sequence Control Packet Secondary Header = T-Field
No. T Sequence Flags Packet Data m

Space Packet YPE | SecHdr | APID 01 = first packet Day Milliseconds of Day Microsaconds
(ref: CCSDS 133.0-8-1 Indicator | o oom.ppacket Seg:j:tce Length | (enoch - 111100) of Millseconds Source Data S pace Pa Cket
Fig. 4-1 & Fig 4-2) (000) () | (0ort) |(0-2047) | t0-lastpacket |, *ioan | (0-65535) | 0toessas 010 86,399,999 010999

(€3 bits-»l<—1 bil—)li—1 bi\—>|<—11 bits—»)€——2 bits <14 bits—p| €2 0ctets—>{<—4 oae.s—b{(—z omm—:L_

< 2 Octets < 2 Octets——»l42 Octets» 8 Octe p{ €1 - 65536 Octets

= & M_PDU Header M_PDU Packet Zone

Multiplexing S
Protocol Data Unit First Header | End of previous H H
(ref: CCSDS 732.0-B-2, (00000) Pointer CCSDS packet #k CLoDSpacket #ic:] tee CLSDS packet#m Startof, GCSDS packet #ms1 M U |t| p I eX Data U n |t
Fig. 4-3)

€5 bﬂ»l«—n bits—»]

[€——2 Octet: »ie 884 Octets

l(iTRANSFER FRAME PRIMARY HEADER: < TRANSFER FRAME DATA FIELD—)]

MASTER CHANNEL ID Virtual Virtual Channel Signalling Field

AOS Transfer Frame | Version | Spacecraft | Channel ID Frame Count Replay Spare
(ref: CCSDS 732,082, No. D Fiag M PO Transfer Frame
Fig. 4-2) (01) (10011101) (0-63) (0-16,777,215) 1) (0000000)

(€2 bits 8 bits—)ld—e bits—, €1 bit- 7 bits—»

|€————2 Octets——————p€——3 Octets—»{€——1 Octet < 886 Octet: >
Channel Access A“a,f,,r;se?ync Forward Error Correction .
Data Unit (ASM) TRANSFER FRAME (UNCODED) Code R-S (255, 223) Ch annel Data Unit
(ref: CCSDS 131.0-B-2) (0x1ACFFC1D) (Interleave Depth 4)

L—4 Octet < 892 Octets P 128 Octets——»

TRANSMITTED CODEBLOCK

(normally Randomized)



NPP/NPOESS - X-Band High Rate Datalink
VIIRS Science Data

24 Imager Channels.
APIDs ranging from 800 to 823.

5 High Resolution Channels (375 meters per pixel).
17 Moderate Resolution Channels (750 meter per pixel).

Image Depth: 15-bits Grayscale

Detector Array ,/’ .~
(16 or 32 Detectors) \’p' .S
1" o ,"
4' ”

SIC Orbit
Track 2

The instrument scan width, scan
period, and orbital velocity are
designed so pixels obtained in

ive scans of the i
are adjacent at Nadir. However, the
scans overlap at edge of scan due to
the combined geometric effects of
scanning and Earth curvature. This
results in the collection of redundant

/ /\ Samples— <~
F/I

/

Scan Direction Scan

samples. The bow tie deletion process

Scan N
removes redundant samples.

Scan N+1

Detector IFOVs on the Earth grow from nadir
to the end of scan due to the scan geometry.
By aggregating samples in the center of the
scan, the effective IFOV at Nadir can be
approximately matched to those at the end of
scan.




NPP/NPOESS - X-Band High Rate Datalink
VIIRS Science Data - Header

PACKET PRIMARY HEADER SECONDARY HEADER USER DATAFIELD
Version Packet Identification Packet Sequence Packet [Time of Day|Number of| Spare VIIRS Packet ID HR Format HR Science Data
No. Control (PSC) Length |[Start of Data] Packet
Type |SecHdr| APID | Sequence | Sequence 2] Segments VIIRS [ Packet| Format [Instrument| Spare | HR Meta Data | Checksum
Indicator] Flag Flags Count [1] 1 Sequence | Time | Version | Number
Count [2]
Bits 3 1 1 11 2 14 16 64 8 8 32 64 8 8 16 1168 16
Octets 2 2 2 8 1 1 4 8 1 1 2 146 2
Vaue[ 000 [ o, || 1 [varies 01 | varies 173 varies varies | zeros | varies | varies 2 2 zeros varies varies,
0 = Telemetry
- -
Segmented data, First VIIRS Sequence Countis a running total
— packet. count of all types of packets sentby 16-bit arithmetic Checksum
1 = Secondary Definition per A.2.2 VIIRS since power on or 32-bit rollover. of HR Meta Data Field.
Header Present Filled with zeros if not used.
HR Meta Data
HAM Side | Scan |[Self Test Reserved Scan Scan Sensor VIIRS FSW Band Partial | No. of Sample Reserved
Synch Data Number | Terminus Mode Model |Version| Control Start | Samples| Delay
Pattern 2] Word TOTAL
Bits 1 1 4 10 32 64 8 8 16 32 16 16 16 A4 1168
Octets 4 8 1 1 2 4 2 2 2 118 146
Value| varies | varies | varies, | varies | varies varies varies varies varies varies varies | varies varies | vareis
0000 Live Data Filled with zeros Filled with zeros if
0001-1111 Test Data if unused unused
Patterns
Notes:

[1]Packet length is the number of bytes after the primary header minus one.

[2]"Time of Day Start of Data", "Packet Time", and "Scan Teminus" fields are 64-bit CCSDS Day Segmented Time Code format as defined in CCSDS 301.0-B-2
(1958 January 1 epoch, 16-bit day, 32-bit msec, 16-bit psec). "Time of Day Start of Data" field is Start of Scan.
3. All packet fields are big endian.




NPP/NPOESS - X-Band High Rate Datalink
VIIRS Science Data - Imager Data Body

< Variable Packet Length <
PACKET PRIMARY HEADER USER DATA FIELD | Not Used
Version No. Packet Identification Packet Sequence Packet VIIRS Packet ID HR Format HR Science Data
Control (PSC) Length
Type SecHdr | APID | Sequence | Sequence M1 VIIRS Packet Format | Instrument | Spare HR Detector Data Pad Byte
Indicator Flag Flags Count Sequence| Time Version Number as
Count 2] needed
Bits 3 1 1 11 2 14 16 32 64 8 8 16 varies 8 TOTAL

Octets 2 2 2 4 8 1 1 2 varies 1 varies
Valuefl 000 | 0 |, 0 Jvares| .00 | varies | varies | vares | varies 2 2 Z6ros | varies | zeros  |varies

No Secondary Middle packet of Segmented Data This is a running total count of all types of -

Header Dleﬂnmo?,z per AIZ;Q packets sent by VIIRS since power on or 32- Optional as needed

bit rollover.
HR Detector Data J
Integrity | Self Test | Reserved | Band | Detector |Sync Word| Reserved | FillData | Chksum| Aggr1or | Chksum Sync FillData | Chksum | Aggr2or | Chksum |Sync Word| Fill Data | Chksum | Aggr 3- | Chksum|Sync Word
Check* Data Pattern Offset 3217 Word Offset 16-10 Offset |Nadir or 9
Pattern Nadir
Bits| 1 4 11 8 8 32 512 16 16 varies 32 32 16 16 varies 32 32 16 16 varies 32 32
Octets 2 1 1 4 64 2 2 varies 4 4 2 2 varies 4 4 2 2 varies 4 4
Value| varies | I varies | varies | varies | ,varies varies varies | | varies | varies | varies varies |ff000063 varies varies varies varies | ff000063 | varies | varies | varies | varies | ff000063
0= No Error - Filled with zeros if
1= Data Error a1 vy unused N ot P re ht

0000 Live Data :’:Iue:e:m et Fill Data | Chksum | Aggr Nadir-| Chksum Sync FillData | Chksum | Aggr2or | Chksum |Sync Word| Fill Data | Chksum | Aggr 1 orfj Chksum | Sync Word
0001-1111 Test Data Offset |3 or Nadir-9 Word Offset 10-16 Offset 17-32
Patterns =
" 16 16 varies 32 32 16 16 varies 32 32 16 16 varies 32 32 |varies
2 2 varies 4 4 2 2 varies 4 4 2 2 varies 4 4 varies
varies | varies | varies varies _|ff000063  varies varies varies varies | ff000063 | varies | varies | varies M varies | ff000063




NPP/NPOESS - X-Band High Rate Datalink
VIIRS Science Data

Detector Array

—~
P1

P2

1-16-Moderate 4 | Ps Aggregation Zone
1-32-Imagery :
®
Pn
—
L _J
RS
Width
Aggr. Zone Aggr. Zone Aggr. Zone Aggr. Zone Aggr. Zone Aggr. Zone
-56 -43 -32 0 32 43 56

Degrees from Nadir



NPP/NPOESS - X-Band High Rate Datalink

VIIRS Science Data - Bow Tie Deletion
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NPP/NPOESS - X-Band High Rate Datalink
VIIRS Science Data

- Every Channel is RICE encoded.
- Additional Differential encoding on some Infrared Channels.
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NPP/NPOESS - X-Band High Rate Datalink
Toolset Availability

Later this month at
Open Satellite Project GitHub Page.

http:/ /github.com/opensatelliteproject/




Bonus

The Worst SDR Ever

- Made with dirty cheap parts from China.

- Based on STM32 Cortex-M3 & Cortex-M4.

- Hardware Float Point Unit.

- Built-in 7.4 Msps ADC with 12-bits resolution.
- Support external SDRAM up to 8 megabits.

- 0SS based on the OpenCM3 Library.

- DSP Assembly Cores Provided by ST.

- Will support demodulation core in the future.
- Tuner can be added (R820T2).

- Great to learn how SDRs works.




Bonus

The Worst SDR Ever

-l 100% Vv Q4]

File Tools View Help

m""“,ﬁ”ﬂ!},

Figure_1.png © =

ADC Reading

Mo o
iy A Wy
i “\‘I‘M/w.l,‘rm,\,w .

400 600 800
1024-points FFT (2.4Msps 1.2MHz 12-bits)

T
200




Bonus

The Worst SDR Ever
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Any Questions?
My Contact

Luigi Freitas Cruz
luigifcruz@gmail.com
Twitter, Keybase: @luigifcruz
GitHub: @luigifreitas

Slides will be available at:

https://luigifreitas.me

Special Thanks

Lucas Teske Oleg_meteo
@lucasteske  www.sat.cc.ua
@MeteoOleg



https://luigifreitas.me

